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National Domestic Communications Assistance Center 
 

EXECUTIVE ADVISORY BOARD	
November	19,	2019	

 
Call to Order – Welcome and Introduction 
Alice Bardney-Boose, Designated Federal Officer 
 
Remarks of Outgoing Chairman 
Preston Grubbs, Former Chairman 
 
Introduction of EAB Members & Chairman’s Remarks 
Al Cannon, Chairman 
 
Lawful Access State and Local Perspective 
Ben Bawden, Brooks Bawden Moore 
 
NDCAC Update 
Marybeth Paglino, NDCAC Director 

• Review of NDCAC activity since last meeting and planned projects 
 
2019 Report on Smartphone Encryption and Public Safety 
Kenn Kern, Manhattan District Attorney’s Office 
 
Report of the Administrative Subcommittee 
Hank Stawinski, Subcommittee Chairman 

• Member Status, EAB Leadership, Charter renewal 
 
Report of the Technology Subcommittee 
Michael Sachs, Subcommittee Chairman 

• Activity since last meeting 
 
Lawful Access and the NDCAC’s Role 
David Bowdich, FBI 
 
Acknowledgement of Submitted Comments 
Al Cannon, Chairman 
 
Establishing EAB Schedule of Future Meetings 
Alice Bardney-Boose, Designated Federal Officer 
 
Adjournment 
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NDCAC EAB State and Local Members 

Name Title Organization 

James A Cannon, Chair* Sheriff, Charleston County Sheriff’s Office Major County Sheriffs 

Mark A. Keel Chief, South Carolina Law Enforcement Division 
Association of State Criminal Investigative 

Agencies 

Lenny Millholland Sheriff, Frederick County Sheriff’s Office National Sheriffs Association 

Christopher Noelck 
Special Agent in Charge, Investigative Operations, Iowa Department of 

Public Safety 

National Narcotics Officers' Associations' 

Coalition 

Thomas G. Ruocco 
Assistant Director/Chief, Criminal Investigations Division, Texas 

Department of Public Safety 
International Association of Chiefs of Police 

Michael Sachs 
Executive Assistant District Attorney, County of New York District 

Attorney’s Office 
Association of Prosecuting Attorneys 

Henry Stawinski Chief of Police, Prince George’s County Major City Chiefs 

Edwin Zabin First Assistant District Attorney, Suffolk County District Attorney’s Office National District Attorney’s Association 

NDCAC EAB Federal Members 

Name Title Organization 

David Bowers Inspector in Charge, Security & Crime Prevention US Postal Inspection Service 

Michael D’Ambrosio Deputy Assistant Director, Office of Investigations US Secret Service 

Alysa Erichs Assistant Director, Information Management Immigration and Customs Enforcement 

G. Clayton Grigg Deputy Assistant Director, Laboratory Division Federal Bureau of Investigation 

Timothy Plancon** Assistant Administrator, Operations Support Drug Enforcement Administration 

Jeffrey Tyler** Assistant Director, Investigative Operations Division US Marshals Service 

Paul Vanderplow Chief, Special Operations Division Bureau of Alcohol, Tobacco, and Firearms 

NDCAC EAB Non-Voting Members 

Name Title Organization 

Alice Bardney-Boose Designated Federal Officer Federal Bureau of Investigation 

Marc Labreche Attorney, Office of the General Counsel (OGC) Federal Bureau of Investigation 

Peter Winn Chief Privacy and Civil Liberties Officer, ODAG Department of Justice 

* Mr. Cannon became Chair effective November 4, 2019, when the Attorney General approved a new EAB member representing the DEA (see note 

below).  The Vice Chair position is currently vacant. 

** Recent member additions: Mr. Plancon replaced Mr. Preston Grubbs, Principal Deputy Administrator, DEA, previous EAB Chair; and Mr. Tyler 

replaced Mr. Derrick Driscoll, Deputy Director, USMS. 
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Outline for Today

I. Quantitative	Analysis

II. Qualitative	Analysis

III. International	Developments	/	Coordination

IV. Changing	Political	and	Regulatory	Climate

V. Senate	Judiciary	Committee	Hearing



Apple and Smartphone Encryption

Source: https://www.apple.com/privacy/government-information-requests

In	September	2014,	Apple engineered	its	new	

mobile	operating	system,	iOS	8,	so	that	it	can	

no	longer	assist	law	enforcement	with	search	

warrants	written	for	locked	devices.

Apple	and	Google’s	operating	

systems	run	a	combined	99.9%	of	

smartphones	worldwide.

Google,	maker	of	the	Android	

operating	system,	quickly	

announced	plans	to	follow	

suit.

https://www.apple.com/privacy/gover

nment-information-requests

Source: http://officialandroid.blogspot.com/2014/10/a

-sweet-lollipop-with-kevlar-wrapping.html

Source: http://www.idc.com/prodserv/smart

phone-os-market-share.jsp
Source: 

As	of	October	15,	2019,	50	percent	of	all	Apple	devices	are	running	iOS	13	or	newer.
Source: https://developer.apple.com/support/app-store 3



At the Manhattan DA’s Office alone, over

2,500 lawfully-obtained iPhones since

2014 were inaccessible when they were

seized. In 2019 alone, over 82% of all
Apple devices received by our digital

forensics unit were locked.

These devices represent hundreds of real

crimes against New Yorkers that cannot
be fully investigated, including cases of

homicide, child sex abuse, human

trafficking, assault, cybercrime, and

identity theft.
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Rate	of	Locked	Devices	Upon	Arrival
2014	- 2019



Assault/Robbery/Burglary

13.4%

Sex	Crime

17.5%

Homicide/Attempted	Murder

14.0%

Larceny/Forgery/Fraud/Cybercrime	ID	Theft

25.8%

Other 5.5%

Drug	Charge

16.1%

Weapon	Charge

7.8%

Crime	Type	of	All	Mobile	Devices	
January	1,	2019	- September	1,	2019
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Value of Ability to Access Devices

Question: What was the impact of the ability to unlock the device?

• 17 cases where evidence on a locked 

phone ultimately exonerated and/or 
mitigated the culpability of a target or 

co-defendant

6



Value of Ability to Access Devices: 

Exoneration / Mitigation

- “Phone	corroborated	owner's	statement	that	he	had	not	been	present	when	shots	were	fired”

- “Corroborated defendant's statements that	he	was	not	present	at	the	time	of	the	crime	in	a	

one	witness	identification	case”

- “The	information in	this	decedent's	phone	demonstrated that	he	died	of	a	voluntary	drug	

overdose.”

- “One	video	depicts	defendant	using	PCP	on	night	of	murder,	which	is	consistent with	defense

theory	of	NGRI”
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Measuring the Effect of Encryption on Cases

- “Defendant	is	seen	using	his phone immediately	after the	charged	murder.		Phone	may	have	

contained	admissions	going	to	defendant's	state	of	mind	and	his	justification	defense.”

- “Defendant	and	2	others	are	alleged	to	have	entered	the	victim's	apartment	and	robbed	him	at	

gunpoint.		Our	inability	to	access the	contents	phone	prevents us	from	seeing	who	he	was	in	contact	

with	before,	during,	or	directly	following	the	offense.		While	we	can	subpoena	phone	records,	there	is	

no	other	means	to	access	text	information	or	internet	based	communications	such	as	FaceTime,	

WhatsApp,	Facebook	Messenger	calls,	etc.”

- “Case	investigated	by	sex	crimes	as	unlawful	surveillance,	it	was	reduced to	a	misdemeanor	because	

we	could	not	access	the	phone.”	
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SEX	CRIMES	&	CHILD	PORNOGRAPHY

- “From	the	defendant's	phone	we	obtained	3	videos	which	constituted	CP	and	we	brought	a	new	

indictment	charging	him	with	Promoting	a	Sexual	Performance	by	a	Child,	Use	of	a	Child	in	a	Sexual	

Performance,	Possessing	a	Sexual	Performance	by	a	Child,	and	Unlawful	Surveillance.

These	videos	were	also	strong	corroboration	of	the	CW's	narrative	in	which	she	described	the			

defendant	entering	her	bedroom	at	night	and	raping	her since	the	videos	were	all	filmed

during	the	night,	in	her	bedroom,	while	she	was	sleeping	and	unaware.”

Value of Ability to Access Devices
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Value of Ability to Access Devices

MURDER

- “This	was	a	murder	prosecution.		Phone	evidence	provided	(1)motive	for	crime,	(2)	partial	

admission	to	crime,	(3) ability	to	conduct	full	investigation	into	potential	cooperator	before	

signing	agreement.”

- “Phone	contained	admissions	by	defendant	that	he	possessed	a	firearm	days	before	the	

shooting	murder.		Phone	showed	D	efforts	to	hide	following	the	crime.		Phone	connected	D	to	

the	individuals	captured	on	video	with	the	murderer	at	the	time	of	the	crime.”	
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International Developments

Australia:

- “The	Telecommunications	and	Other	Legislation	Amendment	(Assistance	and	Access)	Bill	

(“AAB”)

now	establishes	a	framework	for	both	voluntary	and	mandatory	industry	assistance	to	Australian	

law	enforcement	and	intelligence	agencies	that	is	to	be	triggered	by	a	governmental	notice.	Such	

notices	may	be	issued	to	any	entity	that	provides	online	services	or	communications	equipment	

within	Australia	(e.g.,	websites,	applications,	and	telecom	companies),	and	may	compel	the	

recipient	to	undertake	a	number	of	actions	ranging	from	removing	forms	of	electronic	protection	

that	they	themselves	have	applied,	to	installing	and	using	certain	software	or	equipment.	
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International Developments

The	European	Union:

- In	January	2019,	Europol	released,	A	First	Report	of	the	Observatory	Function	on	Encryption.

This	new	report	explicitly	recognizes	that	the	current	debate	about	encryption	has	become	too	

polarized,	with	tech	companies	unnecessarily	framing	the	issue	as	a	“zero-sum	game,”	in	which	

any	tool	that	provides	lawful	access	to	law	enforcement	will	necessarily	compromise	user	privacy.	

To	break	this	logjam,	the	EU	advocates	“targeted	approaches”	to	the	development	of	new	

investigative	tools	that	are	“proportionate	to	the	crime	that	was	committed.”	This	approach	is	

consistent	with	the	European	Commission’s	prior	commitment	to	research	“functional	

encryption:”	technologies	that	would	change	the	way	data	is	encrypted	in	the	first	place,	to	allow	

law	enforcement	to	gain	selective	access	to	data	in	certain	circumstances,	instead	of	granting	“all	

or	nothing”	law	enforcement	access	to	a	device.	
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The “Five Eyes”

- In	the	summer	of	2019,	the	Five	Eyes	members	held	a	

conference	in	which	senior	ministers	met	to	discuss	ways	of	

coordinating	with	the	tech	sector	on	encryption.	

- Among	the	key	themes	was	the	need	for	international	

coordination	in	the	face	of	emerging	threats.	Speaking	at	the	

conclusion	of	the	conference,	United	States	Attorney	

General	William	Barr	noted	that,		“making	our	virtual	world	

more	secure	should	not	come	at	the	expense	of	making	us	

more	vulnerable	in	the	real	world.”	Following	the	

conference,	the	group	released	a	statement	reaffirming	its	

commitment	to	pursuing	lawful	access	to	encrypted	devices.
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The Changing Political and Regulatory Climate

16

- “Facebook	has	said,	‘Just	trust	us,’	.	.	.	And	every	time	Americans	trust	you,	they	seem	to	

get	burned.”	– Senator	Sherrod	Brown	(D-Ohio).

- “You	can	be	an	umpire	or	you	can	own	teams,	but	you	can’t	be	an	umpire	and	own	one	

of	the	teams	that’s	in	the	game.”	– Senator	Elizabeth	Warren	(D-Massachusetts)	

(regarding	“Big	Tech”).

- “I	don’t	trust	you	guys.”	– Senator	Martha	McSally	(R-Arizona)	(referring	to	Facebook).

- “Clearly,	our	trust	and	patience	in	your	company	and	your	monopoly	has	run	out[.]”							

– Senator	Josh	Hawley	(R-Missouri)	(regarding	Google).

- “We	cannot	allow	giant	companies	to	assert	their	power	over	critical	public	

infrastructure.”	– Senator	Mike	Crapo	(R-Idaho)	(regarding	Facebook).



Senate Judiciary Committee Hearing

December 10, 2019



Kenn Kern 

Chief  Information Officer

Special Assistant for International Relations

Executive Management Central

New York County District Attorney’s Office

www.manhattanda.org

www.globalcyberalliance.org
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